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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .1 7(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
12/18/2007 has been entered. 

1. Claims 1-18, and 28-31 are currently being considered. 



Response to Arguments 

Applicant's arguments filed 12/28/2007 have been fully considered but they are 
not persuasive for the following reasons: 

Regarding currently amended claims 1 , and 10, the Applicant argues that the 
Cited Prior Art (CPA), Son et al. (U.S. Patent Pub. No. 2001/0017920) in view of 
Akiyama (U.S. Patent Pub. No. 2002/0001386), does not teach receiving encrypted 
program materials generated by a service provider at one or more of a plurality of 
networked receivers, wherein the networked receivers include at least one host receiver 
and at least one client receiver. This argument is not found persuasive. Son teaches 
that a broadcast source (service provider) sends encrypted broadcasts (encrypted 
program materials) to a distribution center (host receiver) and then the distribution 
center sends the broadcast to a plurality of subscriber stations (client receiver) (See 
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Figure 4). Son further teaches that it is conventional that there are one or more 
distribution centers, and a plurality of subscriber stations (paragraph 0020). Therefore, 
a plurality of distribution centers (host receivers) and a plurality of subscriber stations 
(client receivers) are present in the disclosure of Son. Therefore, it is respectfully 
asserted that the CPA does teach the above limitation, and the rejection is maintained 
as given below. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1 -27 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
prior art of record Son et al. (U.S. Patent Application Publication No- 2001/0017920, 
hereinafter "Son")) and further in view of Akiyama (US 200200001386) 

Claims 1, 10, parts A through part D are anticipated by Son et al., elements 502- 
516, figure 5B, where it. is understood that a "copy protection key" can be any key to 
decode the program material within the client/slave set top box (AKA integrated 
receiver/decoder). Paragraph 36 contains the detailed description of transferring both 
the copy protection key and the media to the client. Parts E and Fare anticipated by 
elements 518-522. Son teaches that a broadcast source (service provider) sends 
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encrypted broadcasts (encrypted program materials) to a distribution center (host 
receiver) and then the distribution center sends the broadcast to a plurality of subscriber 
stations (client receiver) (See Figure 4). Son further teaches that it is conventional that 
there are one or more distribution centers, and a plurality of subscriber stations 
(paragraph 0020). Therefore Son discloses a plurality of distribution centers (host 
receivers) and a plurality of subscriber stations (client receivers). 

Son fails to teach c) means for encrypting the copy protection key at the host 
receiver using a host-client pairing key generated by the service provider and shared 
between the host receiver and client receiver in order to share the program materials 
between the host receiver and client receiver, wherein the service provider establishes 
the host-client pairing key for a particular combination the host and client receivers. 

However, in an analogous art Akiyama teaches (paragraph 0099) a conditional 
access system when each receiver apparatus has an individual master key. Akiyama 
teaches that [paragraph 0100] the conditional access system adopts a key 
configuration, as shown in, e.g., FIG. 3. More specifically, a work key Kw (i.e. a pairing 
key) which is specified for each channel and is common to all receiver apparatuses is 
encrypted using an individual master key KM, and the encrypted key is sent. 
Furthermore, a channel key Kch is encrypted using that work key Kw, and the encrypted 
key is sent (see also paragraph 0101). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to employ the teachings of Akiyama into the method and 
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system of Son for encrypting the copy protection key at the host receiver using a host- 
client pairing key generated by the service prodder and shared between the host 
receiver and client receiver in order to share the program materials between the host 
receiver and client receiver, wherein the service provider establishes the laost-client 
pairing key for a particular combination the host and client receivers, in order to prevent 
cryptanalysis and huge transmission volume caused by periodic changing of the 
channel key (protection key) as suggested by Akiyama (paragraph 0100) 

Claims 2, and 11 are anticipated by modified Son within paragraph 34. It is 
understood that a media decryption key refers only to the key that encrypted the media, 
and this is referred to as "A first key" within Son. 

Claims 3, and 12 are taught by modified Son et al. within paragraphs 29 and 30, 
where it states that the host-client pairing key is received from the broadcast system on 
an "off air packet" transmission: "A first key.., may have been received from the video 
on- demand source 402 via a communication channel that is separate from the one 
used to transmit the video program. (Paragraph 29)." And, "The second key [...] itself 
may be transmitted from the remote server 404 to the subscriber station 1 10 while 
encrypted in a third encrypted form. (Paragraph 30)." It is apparent that both the "host'; 
and the "client" would receive said key. 

Claims 4, and 13 are taught by modified Son within paragraph 29 and 30. It is 
inherent within the use of public key infrastructure (PKI, involving a public & private key 
set) that each key would be uniquely assigned to a device, whether it is the host or the 
client. Only within symmetric key cryptography is the keynot uniquely assigned. 
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Claims 5, 14 and 23 are taught by modified by Son within paragraph 36, where "...the 
remote server 404 responds by multiplexing the re-encrypted program in the second 
encrypted form (and the second key if necessary) with other signals to generate a 
multiplexed signal. (Paragraph 36)." This process is also done between the broadcaster 
and the server (or host receiver), as illustrated in Figure 5B. Thereby, both the host and 
client receivers would have to generate the "copy protection key" from the "content 
information" transferred thereto. 

Claims 6-8, and 15-17 are taught by modified Son due to the inherency that 
content information involving content identification (based on the program materials) 
and copy control (otherwise known as Entitlement Management) encapsulated in what 
is typically known as Entitlement Management Messages is used to control the use of 
the program material in digital video broadcasting. Please see Wasilewski et al. (U.S. 
Patent No. 6,1 57,71 9) that shows inherency of EMM's within conditional access 
systems, and also see MPEP §2131 .01 . 

Modified Son within paragraph 29 and 30 teaches claims 9, and 18. It is 
inherent within the use of public key infrastructure (PKI, involving a public & private key 
set) that each key would be uniquely assigned to a device, whether it is the host or the 
client. Only within symmetric key cryptography is the key not uniquely assigned to a 
device. 

Claims 28-31, are taught by Son in view of Akiyama. Akiyama teaches 
(paragraph 0099) a conditional access system when each receiver apparatus has an 
individual master key (unique pairing). Akiyama teaches that [paragraph 0100] the 
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conditional access system adopts a key configuration, as shown in, e.g., FIG. 3. More 
specifically, a work key Kw (i.e. a pairing key) which is specified for each channel and is 
common to all receiver apparatuses (common to all receiver apparatuses) is encrypted 
using an individual master key KM, and the encrypted key is sent. Furthermore, a 
channel key Kch is encrypted using that work key Kw, and the encrypted key is sent 
(see also paragraph 0101). 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KAVEH ABRISHAMKAR whose telephone number is 
(571)272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Kaveh Abrishamkar/ 
Examiner, Art Unit 2131 

IK. A./ 
3/25/08 

Examiner, Art Unit 2131 



